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1. Strong 
authentication

2. Up-to-date 
devices

3. Encryption

Confidentiality of data
Integrity of devices
Authentication of users



Basic security hygiene
What we should be doing: What we’re doing instead:



75%
of OS X devices 

out of date

71%
of Android devices 

out of date

50%
of iOS devices

out of date
Android < 5.5.1, or < 6.0.1 OS X < 10.11.2 iOS < 9.2



The FTC’s 
Start with Security

Google’s
Beyond Corp

1. User auth-N, 
auth-Z

2. Device auth-N, 
auth-Z

1. Transport 
security

https://www.ftc.gov/tips-advice/business-center/guidance/start-security-guide-business
https://www.usenix.org/conference/lisa13/enterprise-architecture-beyond-perimeter


Organizations





Dept of “NO” Dept of Secure 
Enablement→



“Social normalization of 
deviance means that people 
within the organization 
become so much accustomed 
to a deviant behaviour that 
they don’t consider it as 
deviant, despite the fact that 
they far exceed their own rules 
for the elementary safety.”



“With great power... →

… comes great
(shared) responsibility”





= ?Better 
security

Does usable IT security have an indirect positive impact 
on an org’s security posture?

Do happy users have a direct positive impact on an 
org’s security posture, either at a micro or macro scale?



End Users



“We should prefer security systems 
that people can readily create 
accurate mental models for, even if 
they are strictly less powerful than 
what the state of the art allows.”

--  Chris Palmer

https://noncombatant.org/2015/06/09/dubious-thoughts-crypto-usability/


Safety > Security





Safety > Security
Safe Behaviors > Technical Protections



“Tokens? Where we're going, we don't need tokens.”



● One-tap UX

● Strong transport 
security

● Asymmetric 
crypto

Duo PushLegacy 2FA
● Hardware tokens

○ Poor AX, UX
○ Expensive

● Phone call, SMS
○ Unreliable, insecure 

transports
● Software tokens

○ Countdown timer 
stress disorder

○ Symmetric key





Note: Fulfills requirement of all 
presentations to have a Zooko Triangle

Security Usability

Compatibility

https://en.wikipedia.org/wiki/Zooko%27s_triangle


2010
Duo Push

2013
Twitter

2015
Yahoo

2016
Google

https://duo.com/blog/duo-push-the-next-generation-of-two-factor-authentication
https://blog.twitter.com/2013/login-verification-on-twitter-for-iphone-and-android
https://help.yahoo.com/kb/SLN25781.html
http://techcrunch.com/2015/12/22/google-begins-testing-password-free-logins/


Organizations

The Industry

Corp End Users



● (S//SI//REL) Does usability and user happiness have a significant direct or indirect 
impact on IT security posture of an organization?

● (S//SI) At the corporate end user level
○ Are employees less susceptive to compromise or more likely to subvert IT 

security controls if they are perceived as usable and/or the users have a 
positive impression of their IT department?

● (S//SI) At an organizational level
○ Do usable security controls and happy users build organizational capital for 

IT? How much is user happiness or acceptance of security controls worth? 
How much does rejection of security controls cost an organization?

● (S//SI) At an industry level
○ Are positive models or architectures for IT security more effective or efficient?

jono’s secret research agenda
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