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Jon Oberheide, Co-Founder and CTO, Duo Security

When you think about security and usability, IT is probably
systems and security that underpin every organization are
employees, and the consumers they serve. At the same ti

market that requires a encyclopedic glossary to navigate, s

operationalize, and a user experience where "the users did
sales pitch of "we suck less" is more effective that you mig
organizations demand more of their IT organizations and e
technology at work as they do at home. The bar is low for |
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Figure 2 The Targeted-Attack Hierarchy Of Needs

An integrated portfolio that
enables orchestration

A dedication to recruiting and retaining staff

An actual security strategy

107121

Source: Forrester Research, Inc.
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Basic security hygiene

What we should be doing: What we're doing instead:
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1. User auth-N,
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2. Device auth-N,
Enterprise architecture auth-Z
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https://www.ftc.gov/tips-advice/business-center/guidance/start-security-guide-business
https://www.usenix.org/conference/lisa13/enterprise-architecture-beyond-perimeter
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MORDAC, THE PREVENTER
OF INFORMATION
SERVICES.

To complete the
log-in procedure,
stare directly
at the sun.
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“Social normalization of
deviance means that people
within the organization
become so much accustomed
fo a deviant behaviour that
they don’f consider it as
deviant, despite the fact that
they far exceed their own rules
for the elementary safety.”



“With great power... =

... cOMmes great
(shared) responsibility”






Better f;
security =

Does usable IT security have an indirect positive impact
ONn an org’s security posture?

Do happy users have a direct positive impact on an
org’s security posture, either at a micro or macro scale?



End Users



“We should prefer security systems
that people can readily create
accurate mental models for, even if
they are strictly less powerful than
what the state of the art allows.”

-- Chris Palmer



https://noncombatant.org/2015/06/09/dubious-thoughts-crypto-usability/

Safety > Security
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Safety > Security

Safe Behaviors > Technical Protections



“Tokens? Where we're going, we don't need tokens.”
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Security Usability

Compatibility

Zooko Triangle


https://en.wikipedia.org/wiki/Zooko%27s_triangle
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https://duo.com/blog/duo-push-the-next-generation-of-two-factor-authentication
https://blog.twitter.com/2013/login-verification-on-twitter-for-iphone-and-android
https://help.yahoo.com/kb/SLN25781.html
http://techcrunch.com/2015/12/22/google-begins-testing-password-free-logins/
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jono’s secret research agenda

(S//SI//REL) Does usability and user happiness have a significant direct or indirect
impact on IT security posture of an organization?

(S//Sl) At the corporate end user level
o Are employees less susceptive to compromise or more likely to subvert IT
security controls if they are perceived as usable and/or the users have a
positive impression of their IT department?

(S//Sl) At an organizational level
o Do usable security controls and happy users build organizational capital for
IT? How much is user happiness or acceptance of security controls worth?
How much does rejection of security controls cost an organization?

(S//Sl) At an industry level
o Are positive models or architectures for IT security more effective or efficient?
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