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Introduction

● My background
● Academic

● BS, MS, PhD from University of Michigan
● Defensive

● Duo Security, no vendor pitches allowed!
● Offensive

● I write kernel exploits when I'm bored

● My goal
● Confuse, offend, or provoke you into asking a 

question to the panel afterwards! :-)
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Myth #1: You have a chance

Myth #1: You have a chance 
against motivated adversaries.
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Only takes one

● What does it take to compromise your 
network?
● One exploit?

● How large is your 
client-side attack 
surface?
● IE, Firefox, Flash, 

Adobe Reader, 
Office, etc
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Users are the weakest link

● Employees names and email addresses are 
enumerable on social networking sites?

● Employees answer external email and 
access web sites on the same machine that 
they handle sensitive data?

● Are their e-mail addresses 
firstname.lastname@company.com?



Michigan Cyber Security Summit 2011

Exploit markets

● Well-developed markets to buy and sell 0day 
vulns/exploits
● Underground, corps, defense contractors, governments

● How much does an average client-side 0day cost?
● Estimated ~$50k-100k USD
● Adobe JBIG2 exploit sold for $75k on underground market
● If cost(exploit) < value(your network), you're already owned

● Does your adversary have that kind of funding 
available?
● Most definitely, yes.
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Myth #2: Trust your tools

Myth #2: You can trust your tools.
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Anti-Forensics

● Anti-forensics (AF) is not new
● Passive countermeasures are well known
● Munging timestamps, identifiers, etc

“Attempts to negatively affect the existence, 
amount and/or quality of evidence from a crime 
scene, or make the analysis and examination of 
evidence difficult or impossible to conduct.”
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Targeting the investigator/examiner

● Parsing is hard

● Exploits targeting 
EnCase, FTK, etc
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Cellebrite UFED

Recognize this? Michigan LEO should. ;-)

Do you know when Cellebrite last patched 
their jpeg/png parsing libraries?
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Myth #3: Training scales

Myth #3: You can train your way to success.
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Training at a local level

● Training is expensive!

● Specialization vs. generalization
● Specialization and deep expertise needed
● But infeasible at small scale

● And in the end...
● Attackers don't care how many acronyms you have after 

your name
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Training at a federal level

● USCYBERCOM
● Recruit, train, retain?

● Easy, medium, hard!

● Traditional military training
● Recruit → Boot camp → Soldier

● “Cyber” military training
● Recruit → ??? → l33t h4x0r?

● Organizational, culture incompatibilities
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How to build a cyber army
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Myth #4: Supply chain and vendors

Myth #4: Your supply chain is secure.



Michigan Cyber Security Summit 2011

Built on sand 

● How do you build a secure infrastructure, 
when the underlying components are 
untrusted?

Operation Cisco Raider Sam King @ UIUC
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RSA breach

● RSA, defense contractor breach

● If you're a hard target
● Go after your vendors instead!

● To butcher a Fight Club quote:
● “On a long enough timeline, everyone gets owned.”
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Myth #5: Cyber war and terrorism

Myth #5: You should be frightened by 
cyber warfare and cyber terrorism.
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What is cyber warfare?

● Hacktivism?
● NO.

● Comodo hacker?
● NO.

● Stuxnet?
● Maybe.

● Titan Rain?
● I suppose...

● Attribution is hard.
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Cyber terrorism

● What is “cyber terrorism”?

“If you ask 10 people what 'cyberterrorism' is, you will get at least nine 
different answers!

When those 10 people are computer security experts, whose task it is to 
create various forms of protection against 'cyberterrorism', this 
discrepancy moves from comedic to rather worrisome.

When these 10 people represent varied factions of the governmental 
agencies tasked with protecting our national infrastructure and assets, it 
becomes a critical issue.”

http://www.symantec.com/avcenter/reference/cyberterrorism.pdf

http://www.symantec.com/avcenter/reference/cyberterrorism.pdf
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Not even close...

“Keylogger jihad”??? NO!
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SCADA attacks

● SCADA attacks?
● Yes, but extortion is more lucrative 

than terrorism...
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Wrap-up

● LEO faces the same problems as the 
private sector
● Your adversaries are more skilled
● Your tools are broken
● Your analysts are undertrained
● Your vendors are owned
● Your terminology is misunderstood

● Sufficiently provoked yet? ;-)
● Ask a question!
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