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Who am |?

Jon Oberheige
» BS, MS, and PhD from U of M

» Broken a bunch of stuff here and elsewhere

DUO Security

> Ann Arbor-paseaq, founded in 2009, growing rapidly!

>~ Technology, customers, culture!
> RECRUITING, RECRUITING, RECRUITING!




What is Duo?

4:08 PM - atl. Verizon = 1:38 PM

Login Request Accounts

Two-factor authentication |
‘ ACME -" Google 2FA
>~ What you know + what you have 2904029

Acme Mercantile

> Stops NSA, China, hoodlums [ Lostpass

192.168.0.0

Ann Arbor, MI 4+« Dropbox

4:02 PM EDT
July 24, 2013

UL ﬁ Facebook

First attempt in the
last three days.
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Amazon Web
Services
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Success!




Why should we care about security?

Find an Existing Value

Emplin: |

Last MName: I—
First Mame: |—
National D:|

‘ Search | ‘ Clear | Basic Search

Add a New Value

Search Results

1-2 of 2
EmplID Name MNational ID

< Oberheide, Kristin Elizabeth (S_—_
6891 #® Oberheide Jonathan Clarke SE_—_—"




Security at the University

-DUs are soft targets

» With lots of valuable personal information

* Including your personal information

> [N your best interest to ensure (responsibly!) that this
iNnformation is securely protecteo

L et's explore a few vulnerapilities at UM
> Doesn't take (33t skillz

> Just a bit of curiosity and free time




Agenda

Cosign authentication bypass

NVicard forgery attack

Physical security of CSE

Other things...




Cosign SSO Vuln

Collaborative single sign-on

Cosign Single Sign-0On Authentication

> Dep

oyed extensively at UofM and many other educationa

INStI

‘utions anad orgs around the world

> Protects web mail, wolverine access, mfile,

mMmpathways, and umm...everytning




This is Cosign

weblogin: - Mozilla Firefox

File Edit View History Bookmarks Tools Help

# v ﬂ ﬁ [@https:ﬂwehlc:gin.urnich.edu,.f -..,..-| |G‘-" ool

&) Disables S Cookiesw | |CSSw [ |Formsw W Images~ (@ Information~ ( IMiscellanecus~ _ - Outlinew | _Resi

UNIVERSITY OF MICHIGAN WEBLOGIN

AUTHENTICATION BEGUIRED:

Login ID
You are connecting to a U-M website that requires

authentication. Please enter your Login ID {unigname or Password

Friend ID) and password to continue. P MToken

Meed a Login 1ID?

Log In
If vou don't have a Login ID, vou can create one now.

Forgot your password?
Login Help

By using this service yvou agree to adhere to U-M computing peolicies and guidelines.

Done

webloginumich.edu &




Cosign Architecture

Case 1: User Visits Weblogin First

Service Browser Weblogin

Time
% -
i

“If authentication
succeads and user
is accepiing
cookies the login
cookie is
associated with

user. Otherwise, an

arror is retumed.

"This associates the
sarvice cookie with
the login cookie.

“The cosign filler
checks that the
service cookie

i5 valid.




Cosign Architecture

Cosign-enabled Webservers (eg. web mail)

CGlI Web Frontend (weblogin.umich.edu)

Backend Daemon (cosignd)

Hugely simplified operation:

> Webserver redirects user to CGl web frontend for auth

» CGl authenticates user, then communicates with daemon

> Webserver checks with daemon to verity authentication




Cosign Protocol

Protocol between CGl and daemon:
» Plaintext-based protocol, SMTP-ish

» Commands terminated \n', '\r', or \r\n'

—xample commands:

> CHECK: check whether a given cookie is valid in daemon's backend
db (eg, it a user is already auth'ed)

> LOGIN: tell daemon a user has auth'ed

» REGISTER: associate service cookie
with user's global cosign cookie




Typical Login Session

—xCchange between CGl and daemon:

> CHECK cosign=X
> LOGIN cosign=X 1.2.3.4 username
> REGIST

=R cosign=X 1.2.3.4 cosign-servicename=Y

where X and Y are randomly generated basebo4 strings of length
128, username is the principal that successfully authenticated, and
1.2.3.4is the |IP associated with the user

— |




Cosign Audit

Had some free time one weekenad

C-based CGl component

» [t's C-based parsing of HT TP, it _has_ to be buggy

* Yet, surpisingly well-coded

String-based communications protocol

> Typically not as fruitful as binary proto, but en

> Maybe some unsafe string handling in daemon




Audit Findings

Lots of NULL derefs triggerable in CGl

> No big deal, CGl spawned off on each request

Suffer overflow in daemon

> Unfortunately, not enough tor stack smashing, only can overflow into
subsequent buffer on stack

> Qverflows into krib_ticket var which is unlink()'ed

> May be exploitable with other archs/stack layouts

No exploitable common C-based vulns,
anything application specific???




Initial CHECK Command

When you hit wepblogin.umich.edu

> CGl takes your HT TP cookie and sends to daemon

> send_daemon("CHECK %s\r\n", cookie),

> Needs to check whether presented cookie is valid

Remembper our protocol line terminators???
> \n', \r', \r\n'

Your security-sense should be tingling now...




Embedded Terminators

Can'tempbed \n'in HT TP header fields (cookie)

SuUt carriage returns '\r' are completely legal

» Set HT TP cookie

> cosign=blah\rred\rgreen\rblue

> CGl sends to daemon:
> CHECK cosign=blah\rred\rgreen\rblue\r\n

> Daemon interprets as four separate commands due to "\r
~ "CHECK cosign=Dblah”, "red”, "green”, "blue”




Uh-oh...

Just achieved arbitrary Cosign command execution!

> From a completely unauthenticatea wepb user

How to exploit?

> Need to replicate the standard login procedure

» Inject LOGIN, REGISTER command seguence




Exploitation

> COSIgr

0G
REG

ST

—xample malicious cookKie:

= X\r
N cosign=X 1.2.3.4 username\r

> Replace
("maryst

success!

R cosign=X 1.2.3.4 cosign-servicename=Y

Jsername with the unigname you want to authenticate as

ec', 'srue’, ...)

> Steal personal information, change your grades, read email (and that's the
tame stuft...)

> MPathways is where the fun is




Agenda

Cosign authentication bypass

Mcard forgery attack

Physical security of CSE

Other things...




Magnetic Card Security

Magnetic Cards

> Trivial to clone given
physical access

House key analogy
» Copies made at hardware stores

> |t attacker obtains your physical key, he can make a copy and break into
yOour house

> Obvious!




Mcard Hacking

S0, can we forge a Mcard without a physical copy/clone of it?

7 \

UNIVERSITY OF MICHIGAN

RO

UMID # 9999 9901
Card # 6008479999990112

NATALIE EMCARD
FINANCIAL OPERATIONS

L 4

-irst, lets take a look at what the Mcard magnetic stripe contains...




Mcard Format

=1 Magnetic-Stripe Card Explorer

File Setup About
Swipe Charactenstics
Scan Port for Data | [ Autoexit Swipe hime ms Iw
[ Ermor correction Swipe speed cmss [
e
| m{ﬂ:pEEd{m cm/s m
Status |

Decode |Ehar - Signal &nalysiz D ata Analy=zis wirte Track
EEEE *B6008476891430820"0BERHEIDEA)"110612070
Char set NSNS |Ec0024765991430220 Start Sentinel : % -~
Chars _ Deta =*: BadOS24T7&291430820
UBERHEIDE A Field Separator: -
P arrity _ 1106120 Data : OBERHEIDE/J
] = C e e e
LRC [T e e
EEETE | -6008476891430820=1106120=09156487572
Char set [N c00S476891430820 Start Sentinel : ;
Deta : 6008B476891430820
Eli=re _ 1106720 Field Separator: =
Parrity B 091564575 Data : 1106120
Field Separator =
LRC 0k |
Char set I
Chars [
Parity |
LtRc




=1 Magnetic-Stripe Card Explorer
File Setup About

Scan Port for Data | | Autoexit

|  Error correction

Swipe Charactenistics

Swipe hime

Swipe speed

m <speed< m cm/s

m=

cm/ss

Status |

Decode

Signal Analysis
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6 00 8 4 7 6 839 1T 4 3 0820
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Select Track Dizplay options Tick Lhar Mr. Fluis LIE Eit
1 [ [ 4097 [
- [ Auto - Zoom 5 0 ] 16 q
(o 3 [ I 213 0
4 I 1 fB1 I
L A I I 213 [
= I 1 Frh I
F I I Fod [
Track density [BPI] o 0 . ZE1 a
Total number of Ticks =) 0 0 b= 0
10 [ 1 FB1 [
First "1™ Bit found at position 11 0 0 Z7E a
Character Set found 12 0 1 F1E 0
13 I I 4R I

Tick duration




Mcard Format

VWhat do the Mcard readers care about?

» Only data from track 2 is read

> Only the account number portion is verified

» Lots of trial and error...and canady!

Mcard account number
UMID # 9999 9901

Card # 6008479999990112

» 16 digits, listed on front of card
» Static 6-digit prefix;: 60084/
» Then 8-digit UMID: 999999 (0]

> Then card revision numbper digit

~ Finally, Luhn checksum qigit




Mcard Forgery Attack

Implications?

The account number is completely predictable.
We can forge arbitrary Mcards!

All we need:
> Victim's UMID

> Public info, lookup via
web or uns service

+ Revision number W o ome—

> Usually 1T or 2, worst case ten guesses

> Luhn checksum

> Standard algorithm, trivially calculated from other 15 digits




Find Target's Unigname

File Edit Xiew History Bookmarks Tools Help

@ - |_—,_.&- - @ E L] httpefidirectory.umich.eduy - [3‘] (5|=| Googls ‘*t.
&) Disable- 2. Cookies- | |C55- [ |Forms~- [iImages- (@ Information- ( IMiscellaneous- . Outline- | _Resize-
o
UNIVERSITY OF MICHIGAN ONLINE DIRECTORY Bind Add Delete Modify Help
Search |
more choices not bound: click 'bind’ to make chanc

The University of Michigan Online Directory (UMOD) is a
database of faculty, staff, students, alumni and groups. Use
the search box above to search by e-mail address,
telephone number, full name (in firsthame lastname order),
surname, or unigname.

News & Tips

¢ Directory to display preferred names (4/25/07)
¢ New policy: Groups must be renewed yearly
(02/19/07)

Hint: Bind

Done




Find Target's Unigname

File Edit ¥iew History Bookmarks Tools Help

UMOaD: Person: uid=jonojono,ou=People,dc=umich,dc=edu - Mozilla Eirefox =
£
"ﬁ L @ P ﬁ' L1 http:ffdirectory.umich. edu/ldapweb-binf/search - ﬁ-] (|=| Google L_...,w]

(_shewmMembership ) jonoOjono.People

r: Show Owners hip j Name:
Jonathan Clarke Oberheide

Also Known As:
Jon Oberheide
Jonathan C Oberheide
Jonathan Clarke Oberheide
Jonathan Oberheide

Title:
Graduate Student Research Assistant, Electrical Engineering and Computer

Science, College of Engineering
Student, Rackham

E-Mail Address:
jonojono@umich.edu

Use Do Not Spam List:

&) Disable- £ Cookies- | |CS55- [ |Forms- [H|Images- @ Information-  IMiscellaneous- . Outline- _ _Resize-
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Done




= jonojono@dionysus:— = TIalE)

File Edit Y“iew Terminal Tabs Help

¥  The Login and SFTP servers are rebooted weekly at 4:00 A.M. on Sundays. *
o ) kb e b o b ki e ke kb i b i ik k) k) ik ek kb ik bk b i b Wk e e kb kb ik b e ) k) k) ke ik bk kW i b

o e g e A e Ak e Ak e e e Ak e e gk e g e e Ak e e A e e Ak e b e Ak e gk e g e Ak g e Ak e e A e e e g o e ok b e gk e e A e e Ak g e Ak g e gk o e gk s
¥ Were you logged in without being prompted for your password? Your client *
¥ 15 probably configured to use your kerberos credentials for authentication.*
¥ IT this occurred and you want to change the behavior, or 1T you are *
¥ 1nterested 1n more details., please contact 1td. Llogin.admins@umich . edu *
o e g e A e Ak e Ak e e e Ak e e gk e g e e Ak e e A e e Ak e b e Ak e gk e g e Ak g e Ak e e A e e e g o e ok b e gk e e A e e Ak g e Ak g e gk o e gk s

Welcome to Linux!
bash-2.05b% uname -3
Linux zaxxon.gpcc.litd.umich.edu 2.6.21.3 #3 SMP Thu Jun 28 15:52:0% EDT 2007 168
& GNU/Linux
bash-2.05b% Susr/binsuns query -entityid -1 jonojono
Ky : Mame: Jonathan Oberheide
Uid: 157138 Login: jonojono Frev Login: jonojono
Admin: webuniqg Frev Admin: webuniq Transfer Acl: 1
-10D: 68914208

Group: webunig Flag: KLNPX--- From: 20020428 To: 20070428 Login_ Ack:
Group: fTilesys Flaqg: From: 20020428 To: 20070428 Login Acl:
Graup: caen To: 20080903 Login_ Ack:
bash-2.05b% |




Derive Card Number

UMID # 9999 9901
Card # 6008479999990112

CARD NUMBER:
600847 + UMID + Revision + Luhn




Write Magnetic Card

=1 Magnetic-Stripe Card Explorer
File Setup About

Scan Port for Data | | Autoext

| Ermmor correction

Status |
[ Decode T Signal Analysis T D ata Analpzis T Wwrite Track ]
Source data Deztination Reference Track Prepare to write WwWnte data to Track
{ { { 0/1 ad; |
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® - BPI adj !
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Duration |4 seconds

% Custom | Swipe speed=Hel.

Cusztom data
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T T - Copy from Track Insert special chars D ata properties
LA [ e
Copy Start Sentinel Mr. of Chars Total nr. of Bits
" Track#l Field Separator Character =et (gD - Bitz before data
Load = Trackit2 End Sentinel BitzPerlnch [75 - Bits in data
e (" Track#3 Insert LHC v recalculate LREC Bitz after data




PROFI

")
")
")

BUT HOW




Sreak into dorms and wreak havoc

* Frame your enemies!

> Graffiti incident

Gain physical access as
your favorite Umich official

* marysuec, grue, mabdelah

Steal expensive equipment

>~ Target building/facilities managers




More Badness

Arbor Lakes

Chemicals, hospital drugs, etc

> Hopefully protected by another layer of secure access?
TCF-linked ATM access
> Mcard acts as ATM card at TCF bank

> Already compromised “what you have”

> Fairly easy to obtain “what you know”

» ATM shoulder surfing + social engineering




Solutions

Vulnerability stems from predictability

> Don't just read the card number

» Add extra random data for verification
O random digits added on track /Z

» 1079 =1 billion tries to brute force

> Making a card takes ~5 minutes, attack infeasible!

OWEVer...
> Impractical to reissue over 110k cards

» Gradual replacements for high risk, but no flag day




Agenda

Cosign authentication bypass

NVicard forgery attack
Physical security of CSE

Other things...




CSE Building

- Let's look at a real world example
- CSE building!

- But, with a hypothetical scenario

- Plutonium in my office desk drawer
- Bvil terrorist CSE scholars want to obtain it

- How robust is the physical security that protects our valuable research in
CSE?

-Hard balance between an open university building and a locked down
supermax facility

PRHOTO TOUR!
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Security Cameras: DoS

- We don't want to be recorded on video when breaking into CSE!

- Most of these cameras are very simple

- Take video, fling across network

- Slim processing capabilities

- But usually have some sort of controlling interface (web, telnet,
whatever)

- Simple DoS will make it fall over, drop frames/packets, etc




Security Cameras: 802.11 Attack

‘Like ethernet, 802.11 has no link-layer authentication

- |Nn Most situations...

-How to kick someone oft Wik network™?

- Just spoof 802.11 Deassociation frame

-Camera will have to reassociate and be unable to transmit video




Elevator Access




Elevator Access

-Has special key for maintenance, individual service, lockdown, etc

- Could we pick this lock™?

- Certainly!

- But why pick it when
we already have keys
to operate it?!?

- Dell server bezel keys

- Pretty much any small
key can rake it




Elevator Action!




Or, get past locked barriers

- Stairway barrier protected with simple padlock

- Shimming is easy,
and fun!

- Bonus points it you

Jse a pop can!




4th Floor




Hallway




Office Lock




Office Locks

- The locks on all our offices (and University-wide locks) a

c00d!
-Schla

ols

—verest with restricted keys

re fa

irly



Schlage Everest

-6 pin - tumbler locks (B145)
- Restricted keys
-You CAN'T get key blanks
- Distributed directly by Schlage
- Also, restricted by patents to prevent 3rd-party blanks

- S0 master-key creation attacks are foiled
- Unless we mill our own blanks, but VERY harad

-But can't we still pick the tumbler?




Picking Everest

Yes, but harder than normal

- The dreaded finger pin!




Picking Everest

- Just need special tool

+ Make your own or buy one for ~$30




Everest Pick




Open Sesame




Terrorist Bunker
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Locked WMD Office Drawer




Rake Pick







Plutonium!
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ARBSEC 12
MARCH 3RD 6PM
TECH BREWERY

- -
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ARBSEC 12

Ann Arbor Security Meetup

What

An informal meetup of
information security
professionals in Ann
Arbor. Unlike other
meetups, you will not be
expected to pay dues,
"join up", or present a
zero-day exploit to

attend.

Contact Us

Where

ARBSEC 12 will be held
at the Tech Brewery,
located at 1327 Jones

Dr, Suite 106.

There is a mailing list: <announce at arbsec.org=. To

subscribe, email Jon Oberheide <jon at oberheide.org=

follow us on Twitter for announcements.

http://arbsec.org

When

ARBSEC is the first
Wednesday of every
month. ARBSEC 12 is
March 3rd at 6:00 PM.
We'll stay until people

get tired of hanging out.

We're guessing 2-3

hours.

Why

We know about ISSA,
SEMISLUG, and SUMIT.
Mot casual enough. We
don't want to hang out
in conference rooms.
Just a chance to meet
other security folks
without sitting through a

sales pitch.



http://arbsec.org/

A2 New Tech Meetup

Find Start
a Meetup Group a Meetup Group Login Sign up Mew Features Help

Ann Arbor New Tech Meetup

Ann Arbor New Tech e
March Meetup

._uﬂ Export to a calendar

Want to attend?

Join Ann Arbor New Tech Meetup
to RSVP!

Name:

Location Who's coming?
Blau Auditorium, UM Ross 98 Yes - 24 Maybe
1 6 School of Business
701 Tappan Street e
P A A 1,021 aZgeeks

- - Ann Arbor, MI 48104
(51 comments)  Technologists Tue 6:30 PM ¢

Meetups Founded

20 so far January 28,
2009

Five presenters this month take the stage for
ten minutes each, five minutes to demo and
five minutes to answer questions, followed by

open announcements and community
networking.

| | 1 agree to the Terms

Organizer:

aZzgeeks
email me

Asst. Organizers:

Amvy Klinke, Dawve Brophy, david
bloom, Dug Song, Luis, Roger
Rayle, Scott Olson, Wesley
Huffstutter

algeeks of Service

Already a member? Login

= Charlie Yan, Togo Health - schedule
medical appointments online

& John Paul Narowski, KarmaCRM - small business CRM

View The Leadership Team

= Gerry Roston, Wiseman Engine - next-generation internal combustion » =
e Who’s coming?
= Brett Wejrowski, HelloRent - apartment rental search engine
Our Sponsors + Phil Brabbs, ScoutForce - online sports recruiting 98 Ves
ttp:/fphotos4.meetupstatic.com/photosfevent/b/f2/ffa/highres_7845818.jpeqg - D i

http://aZ2newtech.org


http://a2newtech.org/

Thank you

QUESTIONS?

Jon Oberheide
jono@duosecurity.com
Nttps:.// wWwww.quosecurity.com



mailto:jono@duosecurity.com
https://www.duosecurity.com/

