VAST: Visualizing Autonomous System Topology
Jon Oberheide

Manish Karir

Dionysus Blazakis

Networking Research and
Development
Merit Network Inc.
Ann Arbor, MI 48105

Networking Research and
Development
Merit Network Inc.
Ann Arbor, MI 48105

Hybrid Networks Center
Institute for Systems Research
University of Maryland
College Park, MD 20742

jonojono@umich.edu

mkarir@merit.edu

dblaze@isr.umd.edu

ABSTRACT
Extracting specific and relevant information regarding the
Internet’s BGP routing topology is a challenging task. In
this paper we present a set of techniques that can be used
to visualize various aspects of the Internet topology. We
have implemented our visualization techniques in a unique
tool called VAST (Visualizing Autonomous System Topology). With the help of simple illustrative examples we describe how our visualizations allow security researchers to
extract relevant information quickly from raw BGP routing
datasets. VAST provides visualizations that represent information about both the overall topological properties of
the Internet as well as individual Autonomous System (AS)
behavior.

Categories and Subject Descriptors
C.2.0 [Computer-Communication Networks]: General—
Security and Protection; H.5.2 [Information Interfaces
and Presentation]: User Interfaces—Graphical User Interfaces

General Terms

Figure 1: Octo-tree Algorithm: Using 3 bits at a
time we can specify one particular sub-cube of a
larger cube. Repeating n times we can precisely
locate any 3 x n bit number in 3 dimensional space.

security
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1.

INTRODUCTION

Raw BGP routing data is fairly complex and therefore it
is difficult to gain a good understanding of the underlying
information that it contains. Visualization is a technique
that is well suited to this problem as a network operator
can often easily apply intuitive understanding and detailed
knowledge of the network in order to identify features that
are difficult for an automated system to detect.
Recently, the problem of understanding the Internet’s BGP
AS topology has gained prominence. An understanding of
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the Autonomous System (AS) topology and inter-AS relationships is important for many reasons such as understanding peering relationships, peering evaluations, and routing
hot-spot detection. One particular application of this research is in gaining a topological understanding of the vulnerability of the Internet and the identification of critical Internet infrastructure. Such an understanding can help in the
planning for various contingencies in the face of widespread
worms, viruses or other malicious attacks.
In this paper we develop visualization techniques that can
help us gain a better understanding about the topological
properties of the Internet. We have implemented our techniques in a tool called VAST (Visualizing Autonomous System Topology). VAST takes raw BGP routing datasets as
input such as the extensive archives at Routeviews [1]. The
raw data is processed, relevant statistics are extracted and
stored in various tree-based data structures. This processed
data is then suitable for visualization.
The rest of this paper is organized as follows: In section
2 we describe our visualization techniques and what information each of them can provide; Section 3 describes some
features of the VAST interface; In section 4 we provide illustrative examples of how our techniques can be applied to
extract useful information from raw BGP datasets; Section 5

describes some recent related work in the area of visual techniques for BGP topology analysis and how VAST complements the current data analysis and visualization toolsets;
and finally section 6 provides a brief conclusion and outlines
some future work.

2.

THE VAST VISUALIZATIONS

VAST is a 3-dimensional graphical tool that implements a
set of visualizations that can highlight and extract relevant
information from raw BGP update messages. Some of these
visualizations are based on a quad-tree algorithm, while others are based on a more complex octo-tree algorithm.
The quad-tree based visualizations represent Autonomous
System Numbers (ASN) on a 2-dimensional plane. We start
by taking the binary representation of the ASN and use
2 bits at a time to determine which quadrant those bits
represent. Starting with a fixed size square we divide the
square into four equal quadrants by cutting the x and the y
axis in half. The first bit then selects top/bottom, while the
second bit selects left/right. In this this way 2 bits specify
a single quadrant of the original square. By repeating this
algorithm n times it is possible to precisely represent any
2 x n bit number. The third dimension can then be used
to express quantitative properties of each of those entities.
Colors, line-widths, and size give us some addition degrees of
freedom which can be used to represent other aspects of the
dataset. Further details regarding the use of this technique
for a visual representation of network traffic data can be
found in [2].
While the quad-tree approach can be useful for representing per AS information, it is difficult to represent relationships between multiple Autonomous Systems (AS) with this
method. The 2-dimensional nature of the algorithm limits our ability to effectively depict topological information.
Therefore, while this approach can be useful to represent
the distribution of the number of prefixes originated by each
ASN in the Internet, it cannot easily be used to represent
information about the links between each other.
In order to depict the topological relationships between
AS numbers we extend the quad-tree algorithm to a third
dimension. The resulting octo-tree algorithm is a method
that allows us to map an ASN into 3-dimensional space instead of a 2-dimensional plane. The octo-tree algorithm uses
3 bits at a time to specify a specific sub-cube of a starting
fixed size cube. Figure 1 illustrates how we can use 3 bits to
specify one of eight possible sub-cubes that are generated by
slicing the original cube by half in terms of length, width,
as well as height. Repeating this algorithm n times we can
uniquely locate any 3 x n bit number within a fixed size cube.
Once again we start by using the binary representation of
an AS number and use 3 bits at a time in order to determine
the location of its visual representation. A minor enhancement that we use for this technique to work correctly is that
we pad the 16-bit ASN by adding two zeroed bits at the end
to get a total of 18 bits. Repeating the octo-tree algorithm
6 times gives us the precise location of this number in a 3dimensional space. Relationships between various pairs of
ASN can now be easily depicted. Below we briefly describe
three quad-tree and four octo-tree based visualizations. that
are implemented in the VAST tool.

2.1

Quad-Tree Visualizations

The quad-tree based visualizations are most effective for

Figure 2: Out-degree for each observed Autonomous
System Number: This figure clearly shows how very
few AS numbers have a large number of peering sessions
expressing information about individual AS numbers. The
quad-tree algorithm maps an AS number onto a 2-dimensional
square at the base of the cube, the third dimension of height
is then used to represent the relative values of various metrics. The techniques we used here are similar in nature to
the core platform used in [2], where they were used to represent IP addresses from netflow records.

2.1.1

ASN Out-degree

This visualization is a simple visual representation of the
relative out-degree values of different AS numbers. For each
AS the height of its bar is based on its out-degree. In addition, a gradient of colors is used to emphasize the scale
of the out-degree. The color gradient ranges from blue for
AS numbers that have low values of out-degree, to red that
is used to depict AS numbers that have medium out-degree
values, to yellow which is used for high out-degree ASes.
Large out-degree ASes are important as they are generally
considered to form the core of the Internet infrastructure.
Using this visualization, it is easy to quickly identify the AS
numbers with the highest out-degree. By using this method
on a dataset consisting of a single day of BGP update messages collected at the Routeviews collectors [1] we can easily
generate a view that illustrates the out-degree value for each
AS in that dataset. An example of this visualization can be
see in Figure 2. This helps provide a visual understanding
of the well known fact that only very few core ASes in the
Internet have high levels of connectivity.

2.1.2

Unique Prefix Originations per AS

This visualization is used to depict the number of unique
prefixes that are being originated by any particular AS number. For each AS the height of the bar represents the number of unique prefixes it was seen to originate in the input
dataset. The larger the number of unique prefixes that are
originated by an AS, the greater the height of that AS on the
z-axis. Using this method we can easily identify AS numbers that are advertising large numbers of prefixes. From
a security perspective this information can be important as
an outage in one of the larger ASes would impact a large

portion of the Internet. Similarly, unusual or strange AS
numbers that are suddenly seen to advertise large number
of prefixes can be an easily spotted as potential sources of
wide-spread BGP instability caused by configuration errors
or perhaps even malicious attack. We provide an example
of this in Section 4.1.

2.1.3

Address Space Announced per AS

In addition to the number of prefix originations, the size
of the address space being advertised by different AS numbers is also important. In this visualization we use the z-axis
to represent the total amount of address space that is being announced by different AS numbers. Once again this
information is of importance from a security and planning
perspective as it illustrates what the impact of an outage
in one of the larger core Autonomous Systems might be. It
is also interesting to note that while this visualization also
exhibits the same features as the out-degree visualization
regarding only a small fraction of the AS numbers showing
a large values, the AS numbers that exhibit these large values are not generally the same. Once again, this provides
a visual basis for our intuitive understanding that the core
Internet Autonomous Systems are focused on maintaining a
large peering set, and often delegate the origination of addresses to their downstream customers. Section 4.3 provides
an example which illustrates the use of this visualization.

2.2

Octo-Tree Visualizations

As described earlier the octo-tree algorithm allows us to
depict AS numbers as points in 3-dimensional space. This
technique can then be used to visualize various AS topological relationships. In the following subsections we describe
5 different views that can be used to extract or highlight
different properties embedded in the input dataset. In our
visualizations the use of color and node size remain consistent, while the interpretation of line-width changes with
the view. The size of a node is scaled relative to its outdegree or the number of peering sessions it is seen to have in
the dataset. As the out-degree of an AS increases its color
ranges from blue to red to bright yellow. This ensures that
these AS numbers are easily spotted. ASes with a high outdegree will appear as large yellow cubes, while ASes with
small out-degree will be smaller blue cubes. Lines are then
drawn between connected AS numbers to show topological
links. The thickness of these lines is scaled based on a different metric for each of the views described below.

2.2.1

AS Connectivity - No Scaling

The first visualization is a simple representation of all the
ASes that have been seen in the input BGP dataset. Lines
are drawn between AS nodes to show the presence of a topological link but the line width is kept uniform for all links.
This visualization is well suited to simply explore the connectivity of a particular AS. Selecting an AS number from
the VAST information window will display all observed peering sessions of that node.

2.2.2

Out-degree

The most commonly explored aspect of AS topology data
is the degree of various ASes. The out-degree of an AS is
defined as the number of ASes that a given AS is directly
connected with. VAST can easily explore and highlight the
out-degree of various ASes by scaling the line thickness of

each of the peering sessions of any AS by the out-degree of its
peer. Figure 4 shows an example where VAST is used to explore the connectivity of the SWITCH network(AS 23005).
The figure shows its observed connectivity based on a BGP
update messages dataset from August 18th 2006. In this
view, the link between SWITCH and AS 701 (UUNET), is
clearly highlighted by a much thicker line. This peering link
is relatively more important as AS 701 has a much higher
out-degree than any of the other peering links.

2.2.3

Unique Prefixes per AS Pair

In this visualization we vary the line thickness of the lines
connecting AS numbers based on the number of unique prefixes that are being advertised over a particular pair of ASes.
This can be used to highlight and draw attention to AS links
that are used by a large number of prefixes and are potentially more important. We illustrate the use of this view in
Section 4.1.

2.2.4

AS Pair Frequency

This view attempts to highlight pairs of ASes that are seen
more frequently in ASPATH values in BGP update messages
than others. The AS pairs that are seen more frequently in
the BGP update messages dataset is highlighted by drawing
a thicker line connecting them. A high frequency of an AS
pair may indicate instability of the link, or it might be an
indicator of paths or links that are used by a large number
of routing messages and are therefore more important.

2.2.5

Address Space per AS Pair

In addition to the number of unique prefixes advertised
over a particular link, the aggregate IP address space advertised is also an important metric. In order to highlight
particularly important links we vary the line thickness of
the line connecting any pair of AS numbers based on the
aggregated address space advertised over each link. Section
4.4 provides an example of how this view can be useful for
BGP data analysis.

3.

THE VAST INTERFACE

One of the key features of VAST is the ability to explore
and manipulate the data being visualized in order to extract
relevant information.

3.1

OpenGL View

The VAST interface uses OpenGL to visualize data from
raw BGP messages. Data can be loaded from Routeviews
or any BGP data source via libbgpdump. The interface provides the ability to navigate easily through the 3d OpenGL
view via simple mouse controls. Left-click is used to rotate, middle-click to zoom in/out, and right-click to pan
left/right/up/down. By navigating through the 3d view,
one can focus attention to specific areas of the display that
are of interest.

3.2

Information Window

The information window gives quantitative details that
complement the graphical visualizations. The window lists
statistics such as ASN, AS description, degree, announced
unique prefixes, and announced address space. The entries
of the list can be sorted ascending or descending for each
statistic, exposing potentially anomalous statistics. The

Figure 3: Visualizing the Internet Core: This figure depicts the AS topological connectivity of the top 5 most
connected nodes in the Internet. For clarity, only links with ASes that themselves have at least 50 peering
sessions are shown

Figure 4: Visualizing AS Topology: This figure depicts the AS topological connectivity of the SWITCH
Autonomous System as observed on Aug 18th 2006. The link with AS 701 is clearly highlighted in the
visualization drawing attention to the key peering link that connects SWITCH to the Internet core.

Figure 7: AS 9121 Route Leakage Incident: This
figure shows the number of prefixes originated by
various AS numbers on December 22nd 2004
color column is especially useful for correlating the data in
the list with the main visualization.
The information window also provides a checkbox for each
AS in the list. These checkboxes affect the octo-tree visualizations and allow an operator to show/hide the details of
specific ASes in the OpenGL view. For example, enabling
the checkbox for AS 701 will render lines from the AS 701
node to all the ASes it’s peered with and the connecting lines
will be scaled based on which visualization mode is currently
active. ”Select All” and ”Deselect All” buttons are present
to make it simple to view the relationships between all the
AS nodes.

3.3

Controls Window

The primary function of the controls window is to allow
an operator to tune thresholds based on several metrics to
control what data is being displayed in the 3d view. These
slider-bar threshold controls can easily filter out unnecessary
data and allow slicing and dicing of the data to more efficiently extract pertinent information from the visualization.
For example, if the ”Select All” button is enabled as described in the previous section, a very large number of lines
connecting all the AS nodes will be rendered and the threshold controls play an invaluable role in managing the large
number of interconnections.
A checkbox is also present to enable/disable text labels
that are rendered in the 3d view to provide easy identification of the AS nodes. As enabling the labels adds a lot of
information to the display, it is meant to be used in conjunction with the threshold controls.

4.
4.1

ILLUSTRATIVE EXAMPLES AND
DISCUSSION
Route Leakage Event - 12/24/2004

A well known routing anomaly that is commonly used as
a case study in BGP routing research is the AS 9121 route
leakage incident. On December 24th 2004, AS 9121 started
re-announcing a large number of prefixes into the Internet.
This resulted in some portions of the Internet being unreachable for the duration of the anomaly. The problem
was quickly identified and resolved.

Figure 8: AS 9121 Route Leakage Incident: This
figure shows the number of prefixes originated by
various AS numbers on December 24th 2004. The
number of unique originations by AS9121 dwarfs all
other AS numbers.
Using VAST we can run a quick analysis on the raw data
archives for this time period and obtain a visual understanding of this event. For the analysis below, we use two
datasets. The first is for December 22nd 2004, this serves
as our baseline. The second is for the day of the incident,
December 24th 2004. Figures 5 and 6 present a side-byside comparison of the connectivity of AS 9121 and AS 6762
on those days. The line thickness in these visualizations
represents the number of prefixes being announced over a
particular link. Figure 6 clearly shows that on the day of
the incident, AS 9121 is seen to announce a very large number of prefixes over its link with AS 6762. The line thickness of the link between AS 9121 and 6762 changes dramatically between the December 22nd and the December 24th
datasets. Moreover, AS 6762 re-announces these into the
core of the Internet via its link with AS 701. Using VAST
we can quickly obtain information not only about the origin
of the anomaly, but also where security mechanisms were
inadequate resulting in its spread. Not only do we see AS
9121 create the anomaly by announcing large numbers of
prefixes, but we also see that AS 6762 failed to properly detect and prevent their propagation via the use of filtering
mechanisms.
Figure 7 shows another view of the same dataset. This figure shows the relative number of unique prefixes announced
by various AS numbers on December 22nd 2004. Figure 8
show the same view for the December 24 2004 dataset. Once
again the AS 9121 anomalous behavior is clearly visible as
the large spike in the number of unique prefixes originated
by AS 9121.

4.2

Identifying Critical Internet Infrastructure

One relatively straight forward use of VAST is in quickly
identifying critical Internet infrastructure based on historical BGP data. After we have loaded in a BGP raw dataset
into VAST, we can easily use the slider bar controls in concert with the information window to identify portions of the
Internet AS topology that are most important for its operation. For example, Figure 3 shows the AS level connectivity
of the top five most connected nodes in the Internet. For
clarity, only links where the AS has more than 50 connec-

Figure 5: AS 9121 Route Leakage Incident: This figure shows the AS level connectivity between AS 9121
and AS 6762 on December 22nd 2004

Figure 6: AS 9121 Route Leakage Incident: On December 24th 2004 there is a dramatic change in the
connectivity between AS 9121 and AS 6762. A very large number of prefixes are now being announced over
that link. AS 6762 is in turn passing them onto AS 701.

Figure 9: Autonomous Systems announcing large
amounts of address space on September 8th, 2005

tions are shown. Therefore this figure is a representation of
the most important nodes in the Internet topology from a
connectivity perspective. Similarly we can identify links or
AS pairs that are relatively more important from the perspective of number of unique prefixes carried over them or
even the total amount of address space that is advertised
over them.
By using VAST it is relatively simple to obtain a list of
the top 10 most connected AS numbers in the Internet, by
simply loading in the raw BGP update messages dataset
and selecting the ”Out-degree per AS” view. By selecting to view the ”Out-degree Topology” view and using the
check boxes in the information window to select the top 10
most connected AS numbers, we can visualize the connectivity of the Internet core in a 3-dimensional space. The
zoom/rotate/pan mouse controls further enhance our ability to truly explore this topology.

4.3

Visualizing an Address Space Hijacking
Incident

In this example we focus our attention on the AT&T 12/8
prefix hijack event that occurred on September 9th, 2005 [3].
During this routing anomaly AS 26210 inadvertently announced the 12/8 prefix which belongs to AT&T. We examined data from two datasets for this event. The first dataset
serves as our baseline and is for September 8th, 2005. The
second dataset is the raw data from Routeviews for September 9th 2005. Figures 9 and 10 show the ”Address-spaceper-AS” view for each of these datasets. Figure 9 shows the
various AS numbers that are advertising the most address
space on our baseline day. In Figure 10 we see that though
the address space being advertised by the other AS numbers stays relatively the same, AS 26210 suddenly appears
to advertise a large address space. The information window
shows the same information, and this quickly tells that AS
26210 is a small service provider in Bolivia, and therefore a
sudden large announcement of address space is most likely
an anomaly. Once an anomaly has been quickly identified
visually, we can obtain further detailed information about
it by running specific queries on indexed datasets [4].

Figure 10: Autonomous Systems announcing large
amounts of address space on September 9th, 2005.
While the values of the other Autonomous Systems
remain roughly the same, AS 26210 is suddenly seen
to originate a large amount of address space indicating a possible anomaly.

4.4

Bogon Route Leak - 08/18/2006

On August 18th 2006 it was noticed that AS 8437 was announcing a large percentage of the unused IP address space
[5]. In order to analyze data for this event we use the ”Address Space per AS pair” view described in Section 2.2.5.
Figure 11 shows the connectivity between AS 8437 and AS
1257 on August 17th 2006. Figure 12 shows the connectivity of these two ASes on August 18th 2006. Compared to
Figure 11 this figure clearly shows a thick anomalous line
connecting these two ASes indicating that a much larger
address space is being advertised between these ASes on
August 18th 2006. These figures also indicate that had AS
1257 did not have the proper filters in place to mitigate this
misconfiguration. Using the alternate view into the data
provided by the ”Address Space per AS” method described
in Section 2.1.3 confirms that AS 8437 is indeed originating
an unusually large amount of address space. Once we have
visually identified an anomaly such as this we can obtain detailed information about the prefix announcements by this
AS using tools such as BGP-Inspect [4].

5.

RELATED WORK

The most well known example of a visual representation
of the AS topology of the Internet is the AS Level Internet
Graph [6] designed by the Cooperative Association for Internet Data Analysis (CAIDA). This visualization depicts
the AS topology in polar coordinates by using out-degree
of an AS to determine the distance from the center of a
circle (radius) and its geographic location to determine its
position around the circle (theta). This technique clearly
illustrates some simple features of the Internet AS topology,
and provides insights into peering richness coupled with geographic information. However, while this visualization technique provides a static image, VAST provides an interactive
tool that can be used to explore and manipulate the topological data. VAST is based on 3-dimensional variations
of quad-tree/octo-tree algorithms, leading to a more intu-

Figure 11: Autonomous Systems announcing large amounts of address space on August 17th, 2006. A thin
line connects AS 8437 and AS 1257 indicating a normal amount of address space is being advertised over
that link.

Figure 12: Autonomous Systems announcing large amounts of address space on August 18th, 2006. The
thick line connecting AS 8437 and AS 1257 indicates that a large amount of IP address space was advertised
over that link.

itive visual representations. In addition, VAST provides a
sequence of visualizations that each attempt to highlight a
different aspect of the raw BGP data.
In addition to the AS Level Internet Graph work from
CAIDA there are a number of other analysis tools that attempt to provide insight into raw BGP data. LinkRank [7] is
a graphical tool that allows users to playback archived BGP
data. This can be used to detect routing changes. The number of routes over a particular pair of AS numbers is the key
metric that is used in order to determine the rank of a link.
BGPlay [8] is also a BGP data playback that allows users
to visualize BGP routing dynamics. Java Autonomous System Path Visualization Visualization Interface (Jaspvi) [9]
is a similar tool that allows users to visualize the AS path
connectivity in a 2-dimensional space. ASExplorer [10] was
also a tool that could represent BGP routing dynamics and
AS link relationships visually. The quad-tree visualization
method has also been used previously for BGP anomaly detection[11]. [2] describes various techniques that can be used
to visualize live netflow traffic. Each of the tools described
above has its own unique features that focuses on a single
particular aspect of the BGP data. By comparison VAST
provides a much more comprehensive set of visualizations
that can highlight different aspects of a dataset.
VAST differs from most of the related tools described
above as it does not provide BGP data playback capability. Instead VAST presents a series of visualizations of data
summaries extracted from the raw BGP data in an interactive 3-dimensional space. Moreover, most of the other tools
are only able to visually represent limited portions of the
entire AS number space and have limited interactive capabilities. VAST has the ability to represent the entire 16-bit
AS number space in a single visualization providing users
with a single comprehensive view which can be easily manipulated.

6.

CONCLUSIONS AND FUTURE WORK

In this paper we have presented a set visualization techniques that can be used to easily extract relevant information from large amounts of raw BGP data. We have implemented these techniques to build a unique AS topology visualization tool called VAST. The basis for VAST are modified
versions of the quad-tree and octo-tree algorithms that allow us to represent Autonomous System Numbers in a fixed
amount of 3-dimensional visualization space. In addition, we
make use of node size scaling, colors, and line width scaling to highlight different aspects of Internet AS topology.
Slider bars and other controls allow an operator to filter
out information that may not be relevant. VAST implements a series of visualizations based on the raw input BGP
data, each of which attempts to highlight a different metric
from the dataset. With the help of some well known routing
anomaly incidents we have shown how VAST is a useful addition to the current set of BGP data analysis tools. VAST
can be a useful tool for performing BGP routing forensics,
visual anomaly detection and representation as well as the
identification of critical routing infrastructure.
While VAST currently implements a set of different views,
we are investigating how we can add additional visualizations that can be used to represent other important features
of the raw BGP data. Currently, VAST uses information
from all the BGP peers in the input BGP datasets to construct BGP topology. One interesting feature that we would

like to add is the ability to specify that the AS topology information only be based on specific peering sessions. This
would essentially allow us to compare different ”views” of
the Internet AS topology. Additionally, we are examining
the feasibility of adapting VAST in order to analyze data
from a live BGP peering session.
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